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Electronic electricity meters 

US Pat. 5742512 •■ Filed Nov 30. 1395 - Generai Eiecisic Company 
Particularly, in order to convert, or upgrade, a meter, the user first purchases 
a hardware "Key" device that attaches to the parallel port of an external ... 

Security system for a stand-alone computer 

^ . . ^ . ^ 0 V ^ C - \ o ^ , ^ 0 
In one embodiment, the key- overrides all security. ... while still enabling the 
user to access other number that is stored in the hardware key 230, ... 

Method of protecting computer software from unauthorized execution using .■. 

US Pat. 5222133 ■■ Filed Oct 17, 1391 ■■ Wayne VV. Chou, Richard Erett 

First, the developer or distributor may sell the enhancement or upgrade through 

a separate diskette which may also be protected by yet another hardware key. ... 



Diagnostic test unit network and s ystem 

V 0 V 0 ' 0 ^ W"^ ^ 0 ms, inc. 

A temporary hardware key is provided for installation and testing of the ... key 
update information, key status, error messages, system performance ... 

Secure satellite receive-oniy local area network with address filter 

US Pat, 5659615 - Filed Nov 14, 1994 ~ Hughes Electronics 

1 1 , interface software or hardware known to those skilled in the 1978 by the 

.... The key update address is a multicast The packets sent by the hub 1 16 are 



Vascular portaole assistant comDuter system 

A temporary hardware key is provided for installation and 50 "Get images" 
enables a TAG ... 1-2 status, key update information, key status, error messages 



Method and. Mr yctu re 

US Pat. 5475839 - Filed Nov 16, 1994 - National SerJiiconductor Corporation 
The unique hardware key is provided by uniquely formatting a standard floppy ... 
a supervisor or security officer can easily control and update security ... 

Secure money transfer techniques using smart cards 

Next, the security key register output device 1 14 of smart card 102 sends a 
signal ... These are exchange software, interest/key update software, ... 
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Security system for a stand-alone computer 

If the 250 microsecond minimum of one microsecond recovery time between tune-out 
expires (decision block 514), the hardware key 230 is not inserted in the ... 

Two-phase cryptographic key recovery system 

In each of these methods, it is assumed that the key recovery system software or 
hardware contains a list of public certification keys. ... 



Method and apparatus for securing communication utilizing a security processor 

US Pat. 6311270 - Filed Sep 14. 1338 ■■ international Business Machines Corporation 
Key recovery code 57 may be utilized to recover the contents of memory 59 which 
.... the triple DBS engine which is in hardware of security processor 25). ... 



Interoperable crypto graphic key recovery system 
US Pat S?:"^ --v; ' - ^« Corporation 

Field of the Invention portions) to allow the key recovery agents to regenerate 
the This ... For this ent levels of security in different environments, ... 

Key recovery process used for strong encryption of messages 

US Pat., 6483920 - Filed Oct 30, 1997 - Bull, S.A, 

In this way, the approved hardware/ software can "know" the choice and 

consequently the name of the appropriate trusted third parties for key recovery. 



Interoperable cryptographic key recovery system with verification by comparison 

^. '^'r CO ^> - V A. 0-'- ^ r\ ^ '\-- ■ Machines Corporation 

Thus, considering first higher-priority features, a key recovery system should 
be capable of being implemented in software or hardware. ... 

Publicly verifiable key recovery 

US Pat. 6249585 ■ Filed Apr 8: 1997 - Network Associates, Inc 

In other words, the hardware/software generates a session key, encrypts the 

message with the session key, generates the required recovery verification ... 

Channel equalization system and method 

US Pat. 6904110 ■ Filed May 1 , 2001 

Its key lifetime expectancy is very short, in the order of minutes. ... Problem: 
While hardware security is an important com- 25 ponent in many secure ... 



Cn/ptoqraphic key recovery system 
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M odified computer moth erboard security and identifi cation system 

These three hash numbers and the CK are stored in the security engine scratch 
... These Hx' hash numbers and Ck are then written to the Key IVIanagement area 



Access control and authorizatio n system 

US Pat, 6.490680 - Filed Dec 4, 1998 - TecSec incorporated 

This contributes to the security of the Constructive Key IVIanagement system. ... 

The card reader that reads the Super Card includes hardware to read the ... 

Method and system for transmission of financial data 

lis F=at, 4984270 - Fiied Jun 1 9, 1 987 - The Exci-iange System 

0 ANSI X9.24, Draft 5.0, Financial services - Retail Key IVIanagement. ... such a 

method and system that will not require extensive security hardware. ... 

Channel equalization system and method 

Its key lifetime expectancy is very short, in the order of minutes. ... Problem: 
While hardware security is an important com- 25 ponent in many secure ... 

Smart-card based access control system with improved security 

US Pat, 5852990 - Fiied Ja^^ 30 ;09;' - Ti;onij.O:-! >:o:>-UMe! biecrsoriio^. \>v... 
The processor performs various security control functions including entitlement 
management and generating the key for descrambling the scrambled data ... 

Communications mana g e ment syst em architecture 

Such a breach could arise through loss of hardware containing CI, ... and 
security key generation for a specific spread spectrum radio set, ... 

Apparatus and method for secu 

US Pat. 5956408 ■- Fiied Feb 12, "1998 - international Business Machines Corporation 
Key management refers to the procedures that are used to keep keys secret. ... 
Well-designed hardware can do the following: ensure the security of ... 

.Method and apparatu 

US Pat. 6311270 - Filed Sep 14, 1998 - International Business Machines Corporation 
Key recovery code 57 may be utilized to recover the contents of memory 59 which 
.... the triple DBS engine which is in hardware of security processor 25). ... 
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